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ABSTRACT:

Understanding of human dynamics has drawn attention to various areas. Due to the wide spread of positioning technologies that use
GPS or public Wi-Fi, location information can be obtained with high spatial-temporal resolution as well as at low cost. By collecting
set of individual location information in real time, monitoring of human dynamics is recently considered possible and is expected
to lead to dynamic traffic control in the future. Although this monitoring focuses on detecting anomalous states of human dynamics,
anomaly detection methods are developed ad hoc and not fully systematized. This research aims to define an anomaly detection problem
of the human dynamics monitoring with gridded population data and develop an anomaly detection method based on the definition.
According to the result of a review we have comprehensively conducted, we discussed the characteristics of the anomaly detection
of human dynamics monitoring and categorized our problem to a semi-supervised anomaly detection problem that detects contextual
anomalies behind time-series data. We developed an anomaly detection method based on a sticky HDP-HMM, which is able to estimate
the number of hidden states according to input data. Results of the experiment with synthetic data showed that our proposed method
has good fundamental performance with respect to the detection rate. Through the experiment with real gridded population data, an
anomaly was detected when and where an actual social event had occurred.

1 INTRODUCTION cording to drivers’ routing behavior on an urban traffic network.
Horiguchi (Horiguchi et al., 2013) has implemented a real time

. . , . monitoring system that provides the visual comprehension of re-
Understanding of human dynamics such as people’s mobility Opiong traffic situations in terms of the fluidity and the singularity

distribution in a city has drawn attention to various areas; for exjndices. Moreover. there are other researches that try to detect
ample, urban planning and marking. Recently, due to the widg,, 5nomalous trajectory caused by external factors such as acci-

spread of positioning technologies that use GPS or public Wi-Figents or vicious drivers by collecting the vehicle trajectories over
location information can be obtained with high spatial-temporaly long period of time.

resolution as well as at low cost. Therefore, by collecting set of

individual location information in real time, monitoring of hu- - Ajthough these researches on statistical anomaly detection of hu-
man dynamics is considered possible and is expected to lead {f dynamics have been conducted so far, these methods are
dynamic traffic control in the future. This monitoring focuses ONgeveloped ad hoc due to the diversity of data and anomalies.
detecting anomalous states of human dynamics as well as normghomaly detection methods are not fully systematized yet. Addi-
states. Because there are uncountable possible factors that mayha|ly it is considered difficult even for a well-suited method for
trigger the anomalous states, it would not possible to monitor alkgrtain application domain to apply to another domain because of

of the factors. In contrast, if anomalous states are detected byo discrepancy in the definition of anomalies between the do-
analysis on observation data of human dynamics monitoring sucksins.

as mesh population data or set of individual GPS trajectories, this
will be very useful. The characteristics that human dynamics may-or these reasons, this research aims to firstly define an anomaly
drastically change depending on regions and times, and the magatection problem with regard to the human dynamics monitor-
sive observation data through 24-hour-monitoring would howevef,g - gecause of the anonymity and the high accessibility, this
make manual anomaly detection difficult. On the other hand, Staresearch targets gridded population data that is aggregated indi-
tistical anomaly detection method can learn normal states fronigyal GPS data into each grid to estimate population of each
regularly acquired data and automatically detect anomalies as gid for each instance of time. Secondly, based on the definition,
different state from normal states. we develop a suitable anomaly detection method for the human
o . dynamics monitoring, and finally evaluate the fundamental per-
Several researches on statistical anomaly detection of human dj5rmance of the proposed method. Therefore, development of
namics have been conducted. Candia (Candia et al., 2008) haomaly detection method and clarification of the fundamental
used extensive cell phone records resolved in both time an.d SPaGSarformance of the proposed method will make it possible to de-
focused on the occurrence of anomalous events and discussget; anomalous states behind the human dynamics. In the future,
how these sp_atlal-temporal anomalies can be described using St3e human dynamics monitoring is expected to lead an effective
dard percolation theory tools. Horanont (Horanont, 2010) in termgafic control and a better understanding of social mechanisms.
of hot spots extraction and visualization, has interpolated aggre-
gate cell phone Call Detail Records by using an implementeqrhe paper is organized as follows: In section 2, we explain how

platform. As an example of researches focusing on GPS trame gnomaly detection of human dynamics monitoring can be in-
jectory data, Pan (Pan et al., 2013) has identified anomalies ac-
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terpreted withrespect to the factors that characterize anomaly de2.1.3 Data labels: The normal or anomalous labels associ-
tection problem. Additionally, we give an explanation that theated with a input data instance that is used to learn anomaly
state-space model, especially the Hidden Markov Model basedetection models is the third factor to characterize anomaly de-
on Hierarchical Dirichlet Process, is considered possible to aptection. Since it is difficult to obtain all of possible states, es-
ply. In section 3, after introducing the properties of nonparametpecially anomalous states, anomaly detection techniques can be
ric Bayesian model such as Dirichlet process, detail of the prodivided into three modes based on the extent to which the la-
posed anomaly detection method is presented. We demonstrétels are available; supervised anomaly detection with the need
our proposed method with synthetic and real data and discuss tteé both normal and anomalous labels in training dataset, semi-
fundamental performance in section 4. Finally, section 5 consupervised anomaly detection with only normal labels, and un-
cludes with a summary and some directions for future works.  supervised anomaly detection without any prior information with
regard to input dataset. In the case of human dynamics moni-
toring, normal labels can be obtained in a relatively simple way
2 PROBLEM SETUP EOR ANOMALY DETECTION OF by using observational data of the day when and the place where
HUMAN DYNAMIC MONITORING big social events such as serious accidents and natural disasters
are not reported. On the other hand, the availability of anoma-
lous labels is a big issue for not only human dynamics monitor-
2.1 Interpretation of anomaly detection factors ing but any anomaly detection problem. For these reasons, semi-
supervised or unsupervised anomaly detection is thought able to

Statistical anomaly detection aims to identify data that are noP€ employed.
consistent with a pattern that most other data follow (Chandola et
al., 2009). It is also referred to as novelty detection (Pimentel eR.1.4 Type of anomalies: Anomalies can be classified into
al., 2014) or outlier detection (Hodge and Austin, 2004) in differ-following three categories; point anomaly, contextual anomaly
ent application domains although the main principle is commonand collective anomaly. An individual data is regarded as a point
The importance of anomaly detection attributes to value of deanomaly if the data is considered anomalous with respect to the
tected anomalies in data; anomalies are often important trendest of the data, a data instance is regarded as a contextual anomaly
behind huge data or critical and significant data. Combined withf anomalous in the specific context (but not separately), and a set
the progress of data acquisition techniques and computer pesf data instance is regarded as a collective anomaly if anomalous
formance, this great importance makes anomaly detection gai@ith respect to the entire data set. As examples of anomalies
much research attention in variety of application domains; intruthat are possibly detected in gridded population data, there is an
sion detection, image processing, structural health monitoring, eixtreme increase or decrease caused by traffic congestion and a
cetera. change of the population pattern affected by a change of the traffic
demands. Figure 1 illustrates these possible anomalies in a grid-
Firstly, we have comprehensively reviewed the previous studiesied population temporal data. Aimed at the detection of these
of anomaly detection in variety of areas and a result of the reviewemporal anomalies as well as spatial anomalies due to the spa-
shows that there are four factors that characterize anomaly detegial correlations of gridded population data, contextual anomaly
tion problem; the nature of the input data, the output of anomalyietection techniques are considered suitable to this study.
detection, availability or unavailability of the data labels, and the
type of anomalies (Chandola et al., 2009). This section provide 7~
a clear explanation of these factors as well as the interpretation « ’ Gridded populationdata |~ ..~
human dynamics monitoring targeting gridded population data. -

2.1.1 Nature of input data: The first factor that character- >§7”'\ <>
izes anomaly detection is the nature of the input data. This ca ~

be roughly divided into binary, categorical and continuous. Addi- S

tionally, each input data might consist of univariate or multivari- Pl
ate. Input data can also be categorized in terms of relationshi h / =

between each input data; for example, temporal data, spatial dat

graph data, et cetera. In the case of this study with gridded popt - -
lation data, input data can be considered as temporal data of co One-day time-series A ) ‘
- - Estimated normal pattern ‘

| PR 1

tinuous values because each gridded population can be regard " <
~

as input value. Moreover, since it is commonly considered tha
urban population distribution has a greater influence with close
region, this temporal data may also have some spatial correlatiol
Therefore, development to handle temporal anomaly detection i
necessary and spatial extension may be preferred.

2.1.2 Output of anomaly detection: The second important ‘ [hour]
factor for any anomaly detection method is the manner in whict o 6 12 18 24
the anomalies are reported. There are typically two ways: One is

to calculate anomaly score for each instance, and the another is Figure 1:Anomalies in gridded population data

to assign "normal” label or "anomalous” label for each instance.

If the anomaly score of every grid is computed, it can be utilizedBased on these analyses showed in Table 2, we define the anomaly
as an indicator of the traffic control priority. Also, if normal or detection of human dynamics monitoring as a problem that de-
anomalous label that represents what kind of state the grid is, tects contextual anomalies in time-series data of gridded popula-
can be beneficial. In this manner, the human dynamics monitortion data by learning normal states with training dataset.

ing is considered to accept both anomaly score and labels.
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Table2: Characteristics of the anomaly detection of human dy-3 THE PROPOSED ANOMALY DETECTION METHOD

namics monitoring
3.1 Nonparametric Bayesian models

Interpretation of . . . . . .
Factors human dynamicsnonitoring In this sectlon_, f(_)llowmg a brief explanation abou_t the Dirichlet
= Process that is important aspect for understanding of nonpara-
Input data Temporaldata of continuous value of metric Bayesian models, a sticky HDP-HMM is referred which
an indvidual gridded population is applied Dirichlet Process to Hidden Markov Model.
Temporaldata with spatial correlation
Output Both anomalyscores and labels 3.1.1 Dirichlet process: The dirichlet process (DP) is called
Data labels Semi orunsupervised anomaly detectign @ distribution over a distribution or a countably infinite proba-
Normal labelsobtained from daily data bility measure, uniquely defined by a base meadiiren a pa-
Typeof anomaly | Contextuanomaly rameter spac® and a concentration parameter We denote
An extreme increase or decrease caused 't by DP(a, H). DP is also regarded as a stochastic process in
by traffic congestion WhiCh a probability distribut_ion calle_d as a base measure is ap-
A changeof the population pattern proximated by a random discrete distribution. A random draw
by achange of the traffic demands Go ~ DP(H, o) can be expressed as

Go=> md(0k), O ~H 1)
k=1

22 State-spacenodel for anomaly detection where thed (6, ) indicates a Dirac delta, and the weights are

sampled via a stick-breaking construction, denoted below:

v, = Betd1, o)
According to the problem setup defined above, anomaly detec- k=l )
tion techniques based on state-space models are considered pos- Tk = Vk H(1 —u)
sible to be applied. State-space models are models that consist of 1=1

hidden (or latent) state variables and observed variables, and @Sere. let them be denoted by— (1,7 1) ~ GEM(a)
[} = 1,72y ey Moo ) .

sume that hidden variables emit observed variables while eVOl\éThe stick-breaking process can be interpreted as dividing a stick

of 1 in length, which is a total sum of probability, by weights

SR . Hfawn from a Beta distribution. These infinitely divided sticks
models are often used for anomaly detection in time-series data

(Pimentel et al., 2014). Additionally, the high capability of ad- _make an infinite multlnoml_al distribution. Additionally, 5(6x)
I - 4 : is called an atom and assigned to parameter drawn from the pa-
dition of new variables such as neighbor population can make . . . R
) . . rameter spac®. This representation gives us an insight into how
spatial extension of models possible. . .
the parametet: controls the model complexity @, in terms of

There is said to be two most common techniques that use statg!e expected numbers of components.

space models for anomaly detection. One assumes that anomall?ﬁe DP is commonly used as a prior on the parameters of a

are detected by calculating likelihood or emission probability Ofmixture model with a random number of components. Such a

each observation, while the another assumes that anomalies are : . . i .
. . S model is called a dirichlet process mixture model and its graphi-
assigned to state variables which indicate anomalous states.

cal model is depicted in Figure 3(a). Here, Métbe the number

When considering the application for the anomaly detection ofof the observationg;’s andz; be an indicator for the assignment
9 bp y of observations to the parameters. An indicatois drawn from

human dynamics monitoring, the construction of data generatlo%e countably infinite multinomial distribution constructed by

models can be seriously problematic with regard to the forme o . ) -
technique. Since there are few studies with respect to predictio%r;etﬁgcikngirce;grzg F;rr?getiz %Es'}ggsgiic?gp?;agqmﬁﬁéz ?f;;?r:ﬁg

or simulation of gridded population data, itis considered dn_‘flcultIikelihood distributionF” with the parametefi.
to develop system models and observation models of which ac-

curacy is enough for anomaly detection. 3.1.2 Hierarchical dirichlet process: The hierarchical dirich-
let process (HDP) defines first a global base meaSredrawn
On the other hand, the later technique often suffers from the dechy a4 DP prior DR, H) as an average distributions of the group
sion of the number of the hidden states because it generally needgecific distributions;, which is sampled from a D@, Go).
to be fixed beforehand. Unfortunately, the accurate number of thgjnce(, is discrete due to the characteristics of the DP, the group

unknown. This problem, however, can be conquered when thgnsures that the mixture models in the different groups share mix-
number is estimated from the collection of observation data.  tyre components.

This research regards that Hidden Markov Models based on Hiith respect to the representation of the stick-braeking process,
erarchical Dirichlet Process, which are ones of nonparametrighe HDP can be interpreted that the global paramgtsssampled
Bayesian models, can estimate the number of states of tempgmom GEM(+), then the group specific distribution is sampled

ral data, and can be applied to the anomaly detection of humafiom the DR, 3), and finally the group specific indicater;

dynamics monitoring. Especially, we use a sticky Hierarchicalang theith observation are generated in the same way as the DP,
Dirichlet Process - Hidden Markov Model (sHDP-HMM) which 55 gepicted in Figure 3(b).

allows more robust learning of smoothly varying dynamics by
limiting rapid state transitions. In the next section, an anomaly3.1.3 Hierarchical dirichlet process - hidden markov model:
detection method based on a SHDP-HMM is proposed. The model that hierarchical dirichlet process applies to a hidden
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Figure 3:Dirichlet process mixture model(a), Hierarchical Dirichlet Process(b) and sticky HDP-HMM(c)

markov model is called hierarchical dirichlet process - hiddenthe observation variables of a SHDP-HMM, whéFeindicates

markov model (HDP-HMM) (Teh et al., 2006). In HDP-HMMs, the length ofd dimensional temporal data. We udedimen-

the inditatorz; acts as the hidden state at the timer; means  sional Gaussian distributiol¥(u, X%) for the likelihood dis-

the state specific transition distribution for staf@nds is called  tribution of thekth hidden state, uniquely defined by parameter

as the global transition distribution. Due to the fact that each9, = (ux, Xx). Also, a Gaussian distributioN(p0, o) and a

group specific ditribution; shares the common components, Inverse-Wishart distribution I\, A) are used for the prior dis-

each state specific distributiar; share the common countably tribution of the mean; and the variance-covariance matbix,

infinite states. This also means the state transition matdéan  each. Since hyper-parameters are unknown, we give vague prior

be regarded to have raw and column of countably infinite. distributions and try infer them by sampling algorithm. For the
sHDP-HMM explained above, the Blocked Gibbs Sampler is em-

The ability of HDP-HMMs to have countably infinite states the- ployed to infer all of the hyper-parameters and the parameters in-

oretically make it possible to estimate the number of states aceluding the state sequenée; }_;.

cording to input data, and has leads to some application such as

clustering and anomaly detection, especially where the numbéeFhe step 2 applies the inferred sHDP-HMM to training tempo-

of clusters or states is unknown (Lello et al., 2012). ral data{z;}7_, and estimates its hidden state sequefn¢é’,
which may contain anomalies. With respect to the parameter set-

An extension of the HDP-HMM, nemed a sticky HDP-HMM or ting, the step 2 uses the expected values which are calculated

sHDP-HMM, has been deveploed by Fox (Fox et al., 2009) tafrom posterior distributions of the hyper-parameters sampled the

solve the issue which the standard HDP-HMM learns a modein the step 1. Moreover, the initialization of the parameters such

with unrealistically fast dynamics that causes the reduction of thas 3, 7, 0 is given not by new sampled values, but by using the

model precision. The sHDP-HMM introduces the hyper-paramet&st ones in step 1.

x > 0 that controls the expected probability of the self-transition

to the stage where the state specific ditributigis sampled. The  Finally in the step 3, the normal state sequefieg /., and the

graphical representation of the sSHDP-HMM is depicted in Figuretest state sequende; }7_, are compared. To handle the prob-

3(c). The resulting generative model is given by: lem that the indicators assigned to each state can be exchanged
due to re-estimation of, 7, 6, the proposed method employs the
Bly ~ GEM(y) Hungarian Algorithm to solve assignment problem of which cost
Oc|H ~ H function is given by Hamming distance between the normal and
mila, B,k ~ DP(a + k, aiﬁj-”) (3) test state sequences. After the state assignment, an anomaly at
ze|ze—1, {521 ~ Moy timet¢ is detected it # z;.

l‘tlzt, {ej}go'il ~ F(xtht)

Based on the characteristics of anomaly detection problem de-
In termsof the human dynamics monitoring, since it is consid- fined in section 2, this proposed method is categorized to a semi-
ered that hidden states behind human dynamics gradually transitipervised anomaly detection technique that uses normal time-
through time, setting the accurate expected probability of tselfseries data and detects contextual anomalies with output of anomaly
transition can lead to the model with high predictive performance|abels. This proposed method especially aims to detect contextual
Therefore, we consider that the adequate number of states bgnomalies that are anomalous at specific time, but normal other-
hind human dynamics data can probably be estimated by using\gise.
sHDP-HMM for the an anomaly detection model.

3.2 THE PROPOSED ANOMALY DETECTION METHOD

The proposed method consists of the following three steps: It 4 EXPERIMENTS AND RESULTS

firstly learns hidden state that represent normal states sequence

and the hyper-parameters from training data (step 1). Secondly,

the sHDP-HMM with the learned hyper-parameters infers hiddenrin this section, we apply our proposed anomaly detection method

states of test data (step 2). By comparing the two estimated statés both synthetic and real data, and discuss the fundamental per-

for each instant of time, an anomaly will finally be detected if formance. In implementing the inference algorithm, we use a

they are unequal (step 3). MATLAB toolbox supporting several inference algorithms based
on Gibbs sampling for the sticky HDP-HMM, which has been

In the step 1, a "normal” training temporal dgta; }7_, is setas made available by Fox (Fox et al., 2009).
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4.1 Experimentwith synthetic data

1 If 7*,;;%;\2/ p J"--‘X’.Y][\.\I_B?fﬁf/' @&\/ ;ﬁr/
For an experiment with synthetic data, we generate 1 dimen ; rTObu Asakusa ‘éﬁ]ﬂ TObu ,Isesakl L1n¢<
sional training and test time-series data with lengtfi'of 400, :

depicted in Figure 5(a). We manually set twelve states repre
sented by the numbers in Figure 5 and obtain i.i.d. samples fror .
Gaussian distribution defined for each state. This synthetic ten 1/,
poral data imitates an average one-day pattern of a real gric :
ded population data discussed later, by adjusting means and va 22
ances of Gaussian distributions. The test data, which is als B oot B Tar et gﬂ !4(,_1;_:
sampled from the same distributions, is manually added anom: 531 [ 5 gh@cﬁq}:/" U/’?*?/?k// @31-, ’Tﬂ ﬂ Fﬁ N
lous values on 10% of the test data as follows;{ighomaly at / & “ﬁé’ S RS e $
t = 46, (ii)3c anomalies at = 98 ~ 108, (ii))3c anomalies at ’(\_@ 500m .
t =196 ~ 210, (iv)3c anomalies at = 311 ~ 328 and (v)1&r

anomaly at = 381. Figure 6:Location of the target grid

We used 1 dimensional Gaussian emission distribution, and placgl the accident. We employ our proposed anomaly method with
priors N (0, $o) and IW(v,A) on the space of mean and vari- the normalized temporal data for observation variables and the
ance parameters. The andY, are given by empirical mean Same sHDP-HMM setting as before.
and variance, degree of freedanis set as 4 and\ = I where
I indicates the identity matrix. To realize a steady inference, wel'he upper side of Figure 7 illustrates a result of the inference of
normalize the input data to make its mean be 0 and variance be training data and shows that the number of normal states was es-
timated three, each of which stands for morning, afternoon and
The upper side of Figure 5(b) depicts the learned state Sequenggening After the test-data inference, new two states have been
{z:}—, where green solid and dotted lines represent the estiassigned for data in morning and evening, and then, two anoma-
mated mean and standard variation of each state. The estimathi@ls were detected as pointed by red circles in the bottom of Fig-
state sequence is also visualized. Although we have initially segre 7. This result shows that an anomaly was detected at the time
twelve states, the final 10,000th sampling gave six states becaugéen train services had been stopped. On the other hand, while
a couple of states were unified into one common state. Yet, sighe proposed method detected the another anomaly in evening,
nificant differences between the real Gaussian parameters and tiere is not recognized serious events such as traffic accidents or
estimated parameters were not found. social events around the target area. An extensive analysis is re-
quired on the reason of this detection, whether it is result of latent
After the inference of the test data in the step 2, hidden stategnomaly or a false alarm.
and their Gaussian parameters were estimated as illustrated in th=
lower side of Figure 5(b). The number of the hidden states, whicl| 30 Sep 2012
was six at the time of training, was estimated seven. Besides, ol| P
anomaly detection method regarded 64 points as anomaly pointe|
by red circles in the figure. Table 4 shows a confusion matrix in
which a result of this anomaly detection experiment is listed. The|
fact that results scored 80.0% of the detection rate shows that o
proposed method has good fundamental performance of anoma
detection for pseudo gridded population data with respect to th
detection rate. On the other hand, the precision was 50.0% b¢ ¢ Nov 2012
cause a number of anomalies including false positives were ofte|
detected near borders of states. ‘

(I
A g//\M eanomaly

Table 4: Confusion matrix of the result with the synthetic data |

4 Service interruption period
Result of anomaly detection

Anomaly Normal 5 10 15 20 24 [hour]
64 336 . ) .
Anomaly | TruePositive | FalseNegative Flgure 7:learning result of training data(u_pper), anomaly detec-
True 40 32 3 tion result(lower) and compared states(middle)
Normal | FalsePositive | TrueNegative
360 32 328
5 CONCLUSIONS
4.2 Experimentwith real data In this study, we firstly defined an anomaly detection problem of

the human dynamics monitoring with respect to gridded popula-
As a real gridded population data for this experiment, we usdion data. Based on the result of review we have comprehensively
500m-1hour resolved population of 30 October 2012 and 6 Noverbne, we discussed how the anomaly detection of human dynam-
ber 2012 in Tokyo, provided by ZENRIN DataCom Co., Ltd. ics monitoring can be interpreted in terms of the four factors; na-
Because a serious accident on the Tobu Isesaki Line has begure of data, output of anomaly detection, data labels and type of
recognized at about 6 am on 6 November to end up an hour-anénomalies. Additionally, we gave an explanation that state-space
a-half service interruption between Asakusa Sta. and Kita-Senjmodel, especially a HDP-HMM is considered possible to apply
Sta., we use the data of Octber 30 for training and the another fatue to its property that a HDP-HMM can estimate the number of
test. Especially, we target on a grid where Asakusa Sta. is lohidden states according to input data. Besides, we developed an
cated (Figure 6) because it was probably considerably impacteanomaly detection method based on a sticky HDP-HMM, which
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Figure 5:Synthetic training / test time-series data(a), inference and anomaly detection results(d)
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