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Abstract

The increasing frequency and magnitude of landslides necessitates a fundamental shift from reactive mitigation to proactive,
predictive risk governance. To define the necessary tools for this transition, this study conducts a systematic literature review and
operational analysis of current Digital Twin (DT) implementations in the geosciences. Through this review, we identify four primary
target user groups (emergency responders, technical experts, public administrators, and citizens) and map their specific 4D data
requirements and interaction logics. Our findings highlight that most existing systems function as "Digital Shadows" characterised by
unidirectional data flows and a topography gap, where dynamic sensor data is superimposed onto static, outdated 3D meshes. Based
on these requirements, we propose a theoretical layered architectural framework for a Data Hub designed to bridge these gaps. The
conceptual architecture is structured into three interconnected tiers: an Acquisition Layer for multi-scale data ingestion; a Modelling
and Processing Layer for Al and physics-based stability assessment; and an Application and Service Layer for translating complex
data into actionable intelligence. Finally, this work investigates a possible implementation path for landslides DT projects by
outlining technical recommendations. This includes the adoption of cloud-native formats (e.g., Cloud Optimized GeoTIFF, Zarr) and
unified interoperability standards (e.g., OGC SensorThings API) to evaluate the feasibility of transitioning towards a true bi-

directional cyber-physical system for landslide risk management.

1. Introduction

Landslides and mass movements, particularly rockfalls and
debris flows, pose critical risks to infrastructure and community
safety. In complex environments such as the Prealpine regions
in Italy, the increasing frequency and magnitude of these events
amplified by climate change necessitates a fundamental
paradigm shift from reactive mitigation to proactive, predictive
risk governance (Arosio et al., 2018; Maimour et al., 2024).
Digital Twins (DTs) are emerging as a powerful framework to
address this challenge, offering a virtual, real-time
representation of physical assets and processes with evolving
interdisciplinary applications in the environmental domain
ranging from river basins and lakes to mountainous regions and
glaciers (Blair, 2021; Yang et al., 2024; Biraghi et al., 2022;
Chioni et al., 2024; Gaspari et al., 2025).

However, the application of DT technology in geosciences is
currently characterized by significant terminological confusion,
often being applied to diverse systems ranging from static 3D
models to advanced cyber-physical systems. Most reviewed
implementations are more accurately classified as "high-fidelity
Digital Shadows" rather than true twins. According to the
classification framework by Kritzinger et al. (2018), these
systems typically utilize a one-way data flow where sensor data
informs a digital model for visualization and analysis, but the
model does not exert automated, command-driven control over
the physical environment.

Current state-of-the-art frameworks rely on high-resolution
Geomatics for data acquisition, including UAV/aerial
photogrammetry (Santangelo et al., 2019; Ahmad et al., 2021),
InSAR (Handwerger et al., 2025; Huntley et al., 2019; Pagano
et al., 2023), and Terrestrial Laser Scanning (Reid et al., 2021;
Janeras et al.,, 2017). These topographic foundations are
increasingly coupled with data-driven AI models (Chen et al.,
2023b; Piciullo et al., 2025) or physics-based simulation
engines (Ju et al., 2025; Xu et al., 2025) to evaluate slope
stability and Factor of Safety.

Despite these technical advancements, designing an effective
digital twin for complex geological systems in practice
corresponds to an information management and system design
problem. A major challenge in geomatics is the discrepancy
between real-time environmental updates, such as rainfall, and
3D terrain models that are outdated. Without a dynamic way to
update topography, the system cannot reach its full potential. In
the framework of the TWINFALL project, this work presents a
requirements analysis for a landslide digital twin (LDT) to
ensure that the infrastructure is explicitly designed to serve the
operational needs of its end wusers. By defining the
characteristics of a multi-tier Data Hub, this study aims to link
multiscale surveying and modelling techniques with decision-
making workflows, moving beyond passive observation towards
the active, autonomous control required for true cyber-physical
systems (Chen et al., 2015).

2. Conceptual framework of landslide Digital Twins

While the concept of a DT is widely established in Industry 4.0
and Smart Cities, its application to natural hazards and
specifically landslides requires a paradigm shift in definition. In
industrial contexts, a DT is typically a virtual replica of a man-
made, deterministic asset with known geometry and integrated
sensors. In contrast, a LDT must represent a complex,
stochastic, and evolving natural system where the design is not
human made but dictated by geological and geomorphological
processes.

We define the LDT as a dynamic, bi-directional virtual replica
of a physical slope, continuously updated through a multi-tier
data hub. Different from a static 3D model, the LDT is
characterised by three core characteristics: subsurface
uncertainty, multi-physics interaction logic, and spatio-temporal
continuity.
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2.1 Subsurface uncertainty

Unlike a machine with a known bill of materials or a building
whose floor plan designs and materials are available, a
landslide’s internal geometry is often hidden. The LDT must
reconcile fragmented data from historical drilling and boreholes
(Xu et al., 2025), sensor networks (Maesano et al., 2025) , and
remote sensing and in-situ geomatics (Huntley et al., 2019;
Themistocleous, 2025) to simulate a reality that is
fundamentally stochastic and probabilistic (Santangelo et al.,
2019) (Figure 1).
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Figure 1. Evolution of Landslide monitoring system maturity.
This diagram illustrates the progression from Phase 1 - Static
Digital Model and Phase 2 - Digital Shadow with one-way data
flow to Phase 3 - Landslide Digital Twin, which achieves full
complexity through bi-directional interaction and real-time
integration. Image generated by Google NotebookLM (Gemini
model) based on author-provided prompts.

2.2 Multi-physics interaction logic

The LDT should model the coupling between hydro-geological
triggers, such as rainfall and pore water pressure (Liu et al.,
2022), and mechanical responses, including displacement and
factor of safety (FoS) (Chen et al., 2023b). The bi-directional
link traditionally considered as the core element for DT status is

achieved when the digital model can automatically trigger
actions in the physical world, such as remotely altering sensor
collection status and operational parameters via web-enabled
control (Chen et al., 2015), or issuing automated early warnings
based on predicted evolution (Piciullo et al., 2025).

2.3 Spatio-temporal continuity

While an industrial twin focuses on a lifecycle of design-build-
maintain, the LDT focuses on monitor-predict-mitigate. It must
manage information about long past periods through historical
remote sensing archives (Handwerger et al., 2025) as well as
real-time event-driven monitoring using high-frequency physics
engines (Ju et al., 2025). This integration within a single data
hub provides the necessary actionable insights for long-term
risk estimation and urgent operational response (Du et al.,
2025).

By satisfying three core conditions, the LDT moves beyond a
simple visualisation tool or digital shadow, becoming a
proactive infrastructure for risk management that accounts for
the inherent unpredictability of the natural world.

3. Methodology

The methodology for identifying the requirements of a LDT
follows a systematic, evidence-based approach centred on
documented implementations in recent literature. This process is
structured into three primary phases: literature review, maturity
and operational analysis, and theoretical design of the data hub.

3.1 Systematic literature review

To establish a solid foundation for the technique and data
reviewing stage, a systematic search was conducted in Scopus
and Web of Science for the period January 2016 — December
2025. The search combined hazard terms (e.g., "landslide",
"rockfall") with technical maturity terms ("Digital Twin",
"Virtual Replica") and dynamic geomatics indicators ("4D",
"l[oT", "Real-time"). Out of 543 identified records, 143 papers
were selected for full analysis. In particular, the selected papers
were required to illustrate a prototyped or operational dynamic
system integrating time-dependent numerical, 2D, or 3D data.
Static models and standalone remote sensing papers without
integration were excluded to focus on integrated platforms.

3.2 Maturity and operational analysis

Following the identification of relevant literature, the identified
systems were evaluated against a categorical framework to
distinguish their functional capabilities. Systems were classified
into three levels of maturity (Digital Model, Digital Shadow,
and Digital Twin) based on the direction and automation of data
flow between the physical and virtual domains (Kritzinger et al.,
2018).

This classification allows for the mapping of technical solutions
to specific user needs, distinguishing between systems designed
for long-term risk estimation (often relying on satellite data) and
those required for operational early warning (requiring real-
time, in-situ sensor feeds).

3.3 Theoretical design of the LDT Data Hub

The final stage involves the conceptual design of a LDT Data
Layer architecture. This Data Hub serves as the integrated base
for: the data acquisition layer, managing the flow from multi-
sensor streams, including UAVs, InSAR, and IoT networks; the
modelling layer, reconciling the subsurface uncertainty of
geological processes with physics-based and data-driven
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simulation engines; the application layer, translating complex
4D datasets into actionable insights through immersive
visualization platforms like WebGIS or game engines.

4. User and data requirements

The utility of a LDT is defined by its ability to transform 4D
data from heterogeneous sources, scales, and timelines into
actionable insights for diverse user groups, each requiring a
specific interaction logic with the system. Based on the insights
of the operational analysis of the reviewed literature, four main
groups of targets users’ groups have been identified.

Primarily, emergency responders and command centres operate
under a real-time emergency response logic, using 3D systems
that integrate the live health and location data of rescue workers
to facilitate seamless coordination and collaboration between
frontline teams and command centres during disaster events
(Yang et al., 2023). This immediate operational focus contrasts
with the proactive risk management logic required by
geologists, modelists and technical experts, who rely on daily
automated value forecasts and high-frequency monitoring of
hydrological variables, such as pore water pressure, to assess
slope stability before a failure occurs (Piciullo et al., 2025;
Maesano et al., 2025).

Furthermore, public administrators and infrastructure managers
adopt a long-term planning and prevention logic, leveraging
consistent, wide-area satellite coverage and historical archives
to establish baseline conditions, map regional hazards, and
manage risk for critical transportation corridors (Aati et al.,
2020; Huntley et al., 2019; Handwerger et al., 2025). Finally,
modern LDT frameworks increasingly incorporate a
crowdsourcing logic where citizens and the general people act
as human sensors (Goodchild, 2007), using mobile applications
to upload geotagged photographs that bridge observational gaps
and update the site's digital replica following extreme weather
events (Themistocleous, 2025).

To move from a passive Digital Shadow to a functional LDT,
the system must consume data across multiple scales and
dimensions, transitioning from simple 3D snapshots to a
continuous 4D stream. This consumption is structured as a
multi-scale hierarchy where high-resolution topographic
foundations are integrated with high-frequency environmental
triggers and deep-time historical archives.

Table 1 synthesizes the primary data streams identified in the
literature as essential for feeding an integrated LDT framework.
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Table 1. Primary data streams and functional roles categorising
the multi-scale data required for an LDT, including topographic,
kinematic, environmental, subsurface, and predictive inputs
necessary to drive real-time stability simulations.

The data requirements documented in the literature highlight a
fundamental shift from single-sensor analysis to a multi-sensor
integration strategy. Researchers increasingly integrate the high
temporal resolution of satellite radar (InSAR) with the high
spatial resolution of UAV photogrammetry or Terrestrial Laser
Scanning to overcome inherent sensor limitations, such as line-
of-sight restrictions or vegetation occlusion (Donati et al., 2023;
Teo et al., 2023).

However, the consumption of this data reveals a significant
technical friction point: temporal heterogeneity. While IoT
sensors and satellite feeds provide near continuous or periodic
updates (ranging from minutes to weeks), the high-fidelity 3D
topography often remains a static reference epoch due to the
logistical costs of frequent rescanning (Anders et al., 2022;
Siafali et al., 2024). This creates a geomatics bottleneck where
dynamic semantic data (like a rainfall spike) is superimposed
onto an outdated physical mesh, potentially leading to
inaccurate post-failure simulations.

Furthermore, the lack of standardised data exchange protocols
means that geotechnical time-series and geospatial point clouds
often reside in data silos.

Resolving this fragmentation is essential: for an LDT to be
mature, it must not only consume these data streams but also
fuse them into a unified 4D environment where sensor
intelligence is fully contextualized within the evolving 3D
geometry and geospatial contexts.

5. Theoretical design of the Data Hub

The proposed LDT Data Hub is conceived as a multi-tier,
integrated "central brain" designed to overcome the technical
fragmentation and data silos currently prevalent in landslide
monitoring. Rather than acting as a simple passive repository,
this architecture functions as a unified infrastructure that bridges
the gap between Geomatics, geotechnical engineering, and the
specific operational requirements of end-users. It is explicitly
designed to manage the flow of information from raw data
acquisition to high-level decision support, ensuring that high-
frequency sensor intelligence is no longer isolated but is instead
properly contextualized within an evolving 3D spatial model.
By centralising these heterogeneous streams, the Data Hub
provides the solid foundation necessary for the modelling and
application layers to function as a synchronized, near-real-time
environment.
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5.1 Acquisition layer

The acquisition layer represents the primary interface with the
physical environment, responsible for the multi-scale
consumption of heterogeneous data streams that vary
significantly in both spatial resolution and update frequency. At
its foundational level, this layer integrates high-resolution 3D
topographic data from photogrammetry and laser scanning to
establish the physical geometry and provide the mesh required
for mobility simulations (Frauenfelder et al., 2025). This
geometric base is continuously enriched by high-frequency
monitoring streams from in-situ IoT networks, tracking
parameters such as volumetric water content, pore water
pressure, and tilt (Piciullo et al., 2025; Maesano et al., 2025;
Romdhane et al., 2017), as well as satellite InSAR displacement
vectors, which provide the wide-area kinematic context
necessary to identify transitions from slow-moving to rapid
failure (Handwerger et al., 2025; Huntley et al., 2019) . Finally,
the layer ingests dynamic external triggers, such as live rainfall
feeds and API-based meteorological forecasts, to provide the
real-time inputs essential for proactive stability forecasting and
automated early warning protocols (Xu et al., 2025; Barrile et
al., 2023).

5.2 Modelling and processing layer

The modelling and processing layer functions as the analytical
core of the hub, where raw data is transformed into geo-
mechanical intelligence through advanced simulations of
physical mechanics and material behaviour (Gatti et al., 2023;
Fois et al., 2024). To overcome the trade-off between high-
fidelity representation and computational latency, this layer
increasingly employs surrogate or hybrid modelling approaches.
These methods employ machine learning algorithms such as
Convolutional Neural Networks (CNN) or Artificial Neural
Networks (ANN) trained on massive datasets generated from
physics-based Finite Element Method (FEM) simulations to
deliver near-instantaneous stability predictions (Chen et al.,
2023b; Lin et al., 2024; Xu et al., 2025). Furthermore, this layer
is responsible for developing automated, event-triggered
workflows and 4D modelling processes capable of updating
digital topography in near-real-time following
geomorphological changes. By coupling physical models with
Bayesian back-analysis or probabilistic assessments, the
processing engine can account for subsurface uncertainty and
predict the time-variant factor of safety driven by real-time
hydrological data (Liu et al., 2022; Ju et al., 2025).

5.3 Application and service layer

The application and service layer serves as the final interface,
translating complex numerical simulations and 4D datasets into
the specific interaction logic required by diverse end-users.
Current visualisation strategies are divided between traditional
WebGIS platforms, such as the CesiumJS-based platforms used
for 3D emergency response and progressive modelling (Yang et
al., 2023; Barrile et al., 2023), and immersive game engines like
Unreal Engine, which provide real-time interactive simulations
and pixel streaming for remote access (Maesano et al., 2025) .
Beyond mere visualisation, this layer facilitates the transition to
a mature cyber-physical system through a service-oriented
architecture designed for active remote control. By adopting a
Sensor Planning Service (SPS) and middleware programs, the
digital system can transmit control commands back to the
physical hardware, remotely and automatically altering a
sensor's operational parameters based on the digital model's
requirements (Chen et al., 2015). This closed feedback loop is

the defining characteristic that elevates the system from a
passive monitoring tool to a proactive infrastructure for
autonomous risk management.

5.4 Interaction and flows between layers

The different layers and their interaction logics for target user
groups are mapped in Figure 2.

The conceptual architecture is structured as a vertical stack
where the acquisition layer serves as the foundational entry
point for multi-scale consumption. This layer must manage the
ingestion of heterogeneous data, reconciling the long-term
perspective of historical satellite archives with the real-time
urgency of in-situ sensor networks. Consequently, a flexible
data model is required to encode and manage the recording and
filtering of a large number of observations and property
metadata. In this way, it provides a unified documented spatial
and temporal context, ensuring that sensor intelligence is
integrated within a 4D environment rather than remaining
isolated. This foundation feeds directly into the processing
layer, acting as an engine room where the raw data is
transformed into a practical understanding of phenomena
through the implementation of modelling and simulation
algorithms. The bidirectional link required for the LDT maturity
is represented here as a bridge: data previously collected in situ
by specialists or contributed by citizen scientists is used to
calculate risk parameters or predict future scenarios, while
simulation parameters defined by public administrators or
decision makers in the interfaces of the uppermost application
and service layer are used to recalibrate different scenarios and
update the variables inside calculation modules previously
defined by technical experts in hydrology, geology, and other
relevant disciplines.

Finally, the uppermost tier is the service and application layer,
which functions as the primary interface for user interaction.
This layer is responsible for broadcasting the system's results
through specialised platforms to satisfy the unique requirements
of different end-users. For instance, emergency responders from
civil protection agencies interact with this layer through real-
time 3D environments that track personnel and visualise hazard
propagation during a crisis. For public administrators, the
architecture provides simplified, wide-area risk maps for long-
term land-use planning. Finally, the layer supports a bi-
directional flow for citizens and the general public, who can
contribute crowdsourced data back into the system to help
bridge observational gaps in remote or sensitive regions, while
also accessing communication platforms to view the current
status of the site.

6. Implementation requirements

To successfully transition the LDT from a conceptual
architecture to an operational, bi-directional cyber-physical
system, specific technical requirements must be met. A
fundamental barrier to achieving a "True Digital Twin" in
geosciences is the presence of data silos caused by the
fragmented landscape of hardware interfaces and the lack of
standardized software protocols. Addressing the interoperability
gap requires rigorous implementation strategies focused on
scalable data formats, established exchange standards, and
flexible, semantically integrated database models. Table 2
provides an overview of the formats and standards currently
adopted by the latest DTs implementations, aligned to the data
needs of landslides.

The acquisition and processing layers of the LDT must manage
high-frequency, multi-dimensional data ranging from IoT
sensor feeds to extensive 3D topographic models.
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To ensure scalability and computational efficiency, the LDT
infrastructure should transition towards cloud-native and highly
scalable data formats such as Cloud Optimized GeoTIFF (COG)
(OGC, 2023), Zarr (OGC, 2022), GeoParquet, NetCDF (OGC,
2015), and HDF (OGC, 2019). These modern formats support
the storage and retrieval of massive multidimensional arrays and
point clouds, enabling de-facto harmonized access and
knowledge representation without the overhead of heavy,
vendor-specific APIs.

Furthermore, time-series data and coverage models should be
encoded using lightweight formats like CovJSON to facilitate
rapid integration into web-based visualization platforms and
game engine applications.

The LDT implementation must be deeply rooted in the FAIR
(Findable, Accessible, Interoperable, or Repeatable, Wilkinson
et al, 2016) data principles to overcome the historical
fragmentation of environmental monitoring data. Resolving the
incompatibility between geotechnical time-series sensors and
3D geospatial datasets requires the adoption of unified bi-
directional communication standards.

To achieve this, the architecture should leverage Open
Geospatial Consortium (OGC) standards, integrating models
such as Observation & Measurements and the OGC
SensorThings API to automatically generate harmonized
interfaces for diverse in-situ IoT data. Access harmonization
mechanisms, such as Kerchunk and broad OGC APIs, are

necessary to overlay base queries and seamlessly fuse data
across heterogeneous sources. Additionally, managing the
metadata for dynamic 4D models, capacity requirements, and
workflows should be formalised using SpatioTemporal Asset
Catalogs (STAC) extensions and OGC API Records, ensuring
that both data provenance and simulation lineage are transparent
and easily interoperable.
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Table 2. A summary of the technical requirements to resolve

data silos, highlighting the use of cloud-native formats (e.g.,

COG, Zarr), OGC interoperability standards, and FAIR data
principles.

7. Conclusions

The transition towards a functional DT for landslide risk
management represents a complex, multi-scale challenge that
must be driven by a user-centric approach. This study's main
contribution is the development of a layered architectural
framework for a Landslide Digital Twin, grounded in a rigorous
requirement analysis that maps the specific operational needs of
diverse end-users, ranging from emergency responders and
technical experts to public administrators and citizens, against
state-of-the-art surveying and modelling techniques.

By systematically reviewing recent literature and current
implementations, this research shows that most existing systems
function merely as passive Digital Shadows, limited by
unidirectional data flows. We identified a topography gap, the
superimposition of dynamic, high-frequency environmental
sensor data onto a static, outdated 3D topographic mesh, and
data interoperability as the primary technical bottlenecks
preventing the realization of a true bi-directional cyber-physical
system. To resolve this fragmentation, we conceptualised a
multi-tier Data Hub encompassing acquisition, modelling, and
application layers. This hub is designed to synthesise stochastic
subsurface uncertainty, multi-physics interaction logic, and
spatio-temporal continuity into a unified 4D environment.
Furthermore, this work outlines a potential implementation path
for the TWINFALL project by investigating the feasibility of
cloud-native formats and OGC interoperability standards.
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Moving forward, evaluating the practical integration of the
identified formats and protocols. On the roadmap to develop
LDT applications, possible future works focus on:

e Overcoming the topography gap through the
development of automated, event-triggered 4D
workflows capable of continuously updating the
digital physical mesh in near-real-time following
geomorphological changes.

e  Enforcing data standardisation to break down existing
data silos, adopting flexible, service-oriented
platforms that facilitate the unified exchange of both
geotechnical time-series and geospatial point clouds.

e Implementing active bi-directional control to elevate
the LDT from a monitoring tool to an autonomous
risk management infrastructure, enabling the system
to remotely alter physical sensor parameters and issue
automated early warnings based on Al and physics-
based stability forecasts.

Ultimately, prioritising these integrated, standardised
approaches is essential to transform complex, multi-scale
geoscientific data into the actionable intelligence required for
proactive and sustainable risk governance in the face of a
changing climate.
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