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Abstract

The Internet of Things (IoT) seeks to achieve seamless device connectivity and data sharing, thereby enhancing automation, effi-
ciency, and insights in various fields of application. By delivering real-time data, IoT is essential for systems that aim to model 
and map the physical world to digital formats, such as digital twins or metaverses. In the recent years, there has been a surge 
in high-quality commercial IoT products available to various sectors. However, these solutions often come with high costs and 
proprietary interfaces, which hinder seamless interoperability. For users seeking cost-effective and flexible solutions, open-source 
software and international standards present viable alternatives. Nonetheless, despite technological progress, the adoption of open 
and standardized IoT software solutions is still predominantly seen among technology-affine groups or within research and devel-
opment initiatives. We propose the sensorHUB, a novel IoT stack, which builds upon the Open Geospatial Consortium’s (OGC) 
data standard SensorThings API and enhances existing solutions towards more accessible, production-oriented solutions for diverse 
application domains and user groups. Key features include the provision of a new, state-of-the-art graphical user interface for 
managing data flows and the access to related software modules, and a secure and flexible user and access management.

1. Introduction

The Internet of Things (IoT) refers to a network of distributed
physical devices, which are typically embedded with sensors,
software, and networking technologies to connect and exchange
data with other devices and systems (Khanna and Kaur, 2020;
Sadeghi-Niaraki, 2023). By providing real time information,
IoT play an important in providing actualism for systems aim-
ing to map the physical world to digital representation as in di-
gital twins or metaverses (Moshrefzadeh et al., 2020; Li et al.,
2023). Specifically for the Metaverse, IoT sensors represent a
key data source in enhancing the functionality and the immer-
sion for the users in several ways, including spatial mapping and
navigation of users or the simulation of the actual real-world en-
vironment (Han et al., 2023; Asif and Hassan, 2023). In recent
years, we have seen growing numbers of high-quality commer-
cial products offering IoT solutions for a broad audience from
diverse domains. These are, however, partially costly or re-
strict interoperability due to proprietary interfaces. Yet, in the
context of Internet of Things (IoT) networks, decentralization
and distribution are inherent, necessitating standardized inter-
faces to ensure interoperability among subsystems or networks
(Chaturvedi and Kolbe, 2019; Lee et al., 2021). Open-source
software, particularly when implementing international stand-
ards, provides alternatives for user groups that are cost-sensitive
or require adaptable software that still adheres to common qual-
ity standards. Open-source initiatives inherently encourage col-
laboration and innovation, driving the development of versat-
ile solutions that benefit a wide range of users and applications
(Steinmacher et al., 2017; Heron et al., 2013). Different initiat-
ives promote the open-source character and standardization of
data exchange and formats in the field of IoT, such as OpenAPI
or SensorThings API (STA) (Tzavaras et al., 2023), which not
only facilitate interoperability but also ensure that IoT solutions

are scalable and long-term maintainable. The STA was pub-
lished by the Open Geospatial Consortia (OGC) in 2016 and
has since then proven to be a functional standard for many IoT
projects (Liang et al., 2016). However, while STA has seen in-
creasing adoption in IoT projects (Hertweck et al., 2019; Huang
and Chen, 2019; Zhang et al., 2023), particularly in open-source
solutions, many lack crucial operational features necessary for
production-oriented IoT stacks. A popular STA-related server
implementation for storing and querying sensor data represents
the Fraunhofer SensorThings API (FROST)-server (Fraunhofer
Institut IOSB, 2020). Building upon the FROST-servers, sev-
eral projects have worked on extensions towards scalable and
modularizable IoT stacks. Yet, besides the Hamburg Urban
Data Platform (HH UDP) (Landesbetrieb Geoinformation und
Vermessung Hamburg, 2022), which represents a well-scalable
and production-oriented IoT stack, current open-source solu-
tions show limitations concerning multiuser and multi-project
operations. Also, the HH UDP reveals constraints in terms of
user-friendliness and accessibility, due to the lack of a pub-
licly available graphical user interface (GUI). The development
of a more intuitive and accessible GUI could significantly en-
hance user engagement and operational efficiency. In response
to these gaps, this study aimed to develop an enhanced, open-
source IoT stack that builds upon components from existing
frameworks while incorporating new crucial features for prac-
tical operations. Specifically, this new stack integrates a mod-
ern, web-based GUI application for STA data administration,
facilitates interfacing with additional IoT modules for data pre-
processing and visualization, and automates user management
processes including registration, authentication, and adminis-
tration within an Identity and Access Management (IAM) sys-
tem. Consequently, this study aspires to provide a robust and
user-friendly IoT stack suitable for multiuser and multi-project
scenarios for diverse application domains.
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2. Methodology

2.1 Concept Development

Given the described problem situation, the primary require-
ments of the aspired software solution needed to be defined
aligned with common software design principles (Kossiakoff
et al., 2020; Hehn et al., 2022; Alabadi et al., 2022):

• Open-source and freeware licensed: free of charge and
available for everyone to use and modify.

• Security: control of user and access rights to prevent un-
authorized manipulation and misuse of other users’ data.

• Reliable and proven: relying on existing software solu-
tions that haven demonstrated their functioning across dif-
ferent projects and that are still maintained.

• Interoperability: usage of standardized interfaces to enable
barrier-free communication between the different software
modules.

• Accessible and low-barrier management: provision of a
graphical user interface for managing data and applica-
tions without the necessity for high-level, technical expert-
ise.

• Scalable: potential to flexibly enlarge the number of data
servers and auxiliary IoT tools.

• Modularization: possibility to exchange software modules
and extent the IoT stack with further features and tools.

• Adaptable: possibility to fine-tune IoT stack to specific
local settings, regarding identity providers and layout.

To reach a solution covering all mentioned requirements in a
most efficient and effective way, we focus on reusing as many
existing solutions as possible. Specifically, our IoT stack shall
build upon the Fraunhofer SensorThings API (FROST)-server
for the sensor data management, Keycloak for user and access
management, and auxiliary services, which are presented in
more detail in section 2.2. Given the lack of an available GUI-
based web applications for managing multiuser, STA-based IoT
projects, an entirely new user interface (UI) was required to be
developed, which shall handle login and registration processes,
project-oriented data management, and interfaces to supportive
tools.

2.2 Software Components

2.2.1 Data Management: SensorThings API (STA) repres-
ents an open data standard developed by the Open Geospa-
tial Consortium (OGC) for managing, querying, and accessing
IoT sensor data (Liang et al., 2016). It provides a standard-
ized way to describe and query IoT data streams, observations,
and sensor metadata. One major feature of STA represents its
RESTful architecture, which uses HTTP methods for commu-
nication, making it accessible over the web. Moreover, it em-
ploys JSON as its primary data format for ease of interoperab-
ility and simplicity in data exchange. The API is based on data
entities (including ”Things”, ”Sensors”, ”Datastreams”, etc.),
which form a hierarchical structure that enables users to organ-
ize and query IoT data effectively. Fraunhofer SensorThings
API-Server, developed by Fraunhofer Institute for Integrated
Circuits (IIS), is a robust and scalable server implementation

for STA (Fraunhofer Institut IOSB, 2020). It handles data pro-
cessing, storage, and retrieval efficiently, serving for potentially
large volumes of sensor data. Key features include structured
data inspection, advanced querying for time and location-based
data filtering, and spatial/temporal indexing for optimized per-
formance. The server offers customization options, authentica-
tion, and authorization mechanisms to ensure data privacy and
integrity. It is interoperable with existing IoT systems, facilit-
ating seamless integration, making it a comprehensive solution
for deploying and managing STA-compliant IoT applications
with scalability and flexibility.

2.2.2 Identity and Access Management: Identity and ac-
cess management (IAM) software represent essential compon-
ents in operational software architectures. IAM tools provide
functionalities to securely manage and control user identities
and access to systems, applications, and data (Indu et al., 2018;
Chapple, 2021). Keycloak represents one open-source IAM
solution by software company Red HAT (Keycloak Authors,
2023), which offers a comprehensive set of features including
user authentication, authorization, identity mediation, and nu-
merous others. This platform empowers developers to protect
their applications by implementing diverse standardized iden-
tity protocols, such as OpenID Connect or OAuth2, and by
integrating security measures like single sign-on, social login
with diverse identity providers (e.g., Google, GitHub), and mul-
tifactor authentication facilitating the smooth integration with
existing systems and applications.

2.2.3 Front-end Web Development: The purpose of a
front-end web application consists in providing users with a
GUI to interact with and access the functionality of the under-
lying web services, in our case IoT data services. This interface
ensures that users can intuitively visualize and manage com-
plex data streams from various IoT devices (Rathinam, 2023;
Goh et al., 2023). ReactJS represents a widely used JavaScript
library that strongly facilitates front-end development through
its declarative and component-based structure (Gackenheimer,
2015). Its efficiency in managing UI state and rendering per-
formance makes it suitable for developing robust and scalable
applications. The framework is further characterized by a wide
scope of extensions and templates, and a large developer com-
munity. This extensive support network ensures continuous
improvement and innovation, keeping the platform up-to-date
with the latest industry standards. Furthermore, the availability
of numerous third-party libraries and tools simplifies the integ-
ration of additional features and functionalities.

2.2.4 Complementing Services: Additional backend com-
ponents, in some context also denoted as middleware (Hadim
and Mohamed, 2006), facilitate communication and integra-
tion between different software applications or components, en-
abling them to work together seamlessly. These components act
as intermediaries that ensure the efficient exchange of data and
functionality across various systems. In our case, this involves
tasks related to the registration of new users, the administration
of Docker containers (Docker, Inc., 2024), and the maintenance
of logging reports. From the scope of open-source software,
we identified MySQL as database solution (Oracle Corporation,
2024), offering robust and reliable data management capabilit-
ies, and Flask, a Python-based web framework, as a suitable
middleware backbone due to its lightweight and modular struc-
ture, widespread usage and adaptability, which allows for flex-
ible and efficient development (Pallets, 2023; Pröll et al., 2017).
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Figure 1. Conceptual architecture of sensorHUB stack with internal components and their interrelations, and links to external modules

3. Results

3.1 sensorHUB - IoT Stack

The sensorHUB stack builds upon existing backend solutions
from data management and IAM, and puts a new graphical web
application into the center of the architecture (Figure 1), aiming
to enhance the latest technology stack towards a novel, user-
friendly IoT project solution. The sensorHUB’s graphical web
application represents a new front-end application for managing
IoT projects (Figure 2). Its streamlined navigation ensures sim-
plicity, allowing users to reach their intended destinations in a
few clicks. The primary features include the management and
visualization of IoT data. The app further provides a know-
ledge section, which includes essential training material on the
provided software services. Interfaces to complementary IoT
software (here: Node-RED) and optional forwarding of login
tokens complement the default functionalities.
Aligned with our requirements on interoperability, scalability
and open-source, the data-related core of the sensorHUB stack
represents a scalable cluster of Docker-containerized FROST-
servers. The original sources of IoT data adding data to the
FROST-Servers can be manifold; the post requests however
need to fulfil the STA, which can be done directly from an
external source or indirectly by transforming third-party data
formats into STA using optionally provided instances of the
Extract-Transform-Load (ETL)-software Node-RED (OpenJS
Foundation, 2024).
By integrating Keycloak into our application, we ensure that
data and interactions are protected in accordance with users’ ac-
cess rights. Keycloak provides authentication to the sensorHUB
web application and secures its routes by requiring users to au-
thenticate themselves. Due to its decentral approach, further
modules implementing the required authentication interfaces
can be easily integrated. In addition, several supportive com-
ponents were required to guarantee the scalability and func-
tioning of the network communication and server administra-
tion. Each sub-component is hosted as web application and can

therefore be addressed using HTTP/S network communication.
In the following we explain each of the stack’s sub-components
in more detail.

3.1.1 FROST-Server based Data Management: Building
upon the FROST-server as central storage for IoT sensor data
(see 2.2.1), we require each in- and outgoing data stream to im-
plement the STA’s specifications (Figure 1). By today, FROST-
servers only implement coarse user access rights (read, write,
delete, etc.), which apply for each user globally across the re-
spective server instance. Hence, there’s no data entity specific
granularity level, which might be required in some project scen-
arios. The sensorHUB’s current implementation bypasses this
lack by providing each IoT project group an own FROST-server
instance, which can only be accessed by the assigned users as
specified in the Keycloak IAM (see 3.1.2). FROST-server nat-
ively supports Keycloak as authentication provider, which sig-
nificantly facilitates implementation. Principally, each server
instance is launched as Docker container using the latest image
version and building upon a PostgreSQL database.

3.1.2 Keycloak for Identity and Access Management:
Security and trustworthiness comprise major requirements for
professional IoT project services. The IAM software Keycloak
represents consequently a key component in the IoT stack, as it
efficiently and reliably manages the security of data flows and
user-specific access rights. As can be seen in Figure 1, Keyc-
loak regulates the access to the sensorHUB’s web-based GUI,
the FROST-server instances, and supportive IoT modules (here:
Node-RED) using OAuth2 protocol. At first access, users are
required to register using the sensorHUB web application. The
registration requirements can be defined freely by each host-
ing organization. In our specific case, users are verified if they
are valid members using an LDAP (Lightweight Directory Ac-
cess Protocol)-authentication service of the Technical Univer-
sity of Munich, before initiating the further registration pro-
cedure. Having registered successfully, users need to identify
via user credentials or an external identity provider to login.
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Figure 2. Dashboard of sensorHUB’s web-based graphical user interface for the example of sensorHUB being hosted at
Hans Eisenmann Forum for Agricultural Sciences (HEF) of Technical University of Munich (TUM) (images by

OpenJS Foundation (2024) and © lamyai/Adobe Stock 2024)

Once users are logged in using a web browser, the OAuth2-
access token is stored temporarily, which enables seamless nav-
igation from one application to another based on single-sign-
on (SSO) principle. Alternatively, users can also communic-
ate with the FROST-server instances in non-GUI based, head-
less mode (e.g., via command line), which requires uses to re-
trieve an access token directly via Keycloak’s API. Beyond user
authentication, Keycloak manages the mapping of server in-
stances for both FROST and Node-RED-servers to users and
user groups with, if available, related application specific user
access types (e.g., read/write for FROST).

3.1.3 Service Middleware: In managing backend function-
alities several complementary middleware services have been
implemented. Dynamic services being responsible for execut-
ing more complex processes and networking with other stack
components are based on a Flask web server (see 2.2.4). Stor-
ing of related interactions and server states is performed us-
ing MySQL database (“Service Database”, Figure 1). One ma-
jor, involved process entails the execution of the logic for new
user creation/registration, which comprises 1) the communica-
tion with the web application to retrieve the username, 2) the
exchange with Keycloak regarding the state of authentication,
and 3) the deployment of one Docker container for each FROST
and Node-RED, which are both associated with the user as cli-
ents in Keycloak. The service database simultaneously tracks
each of these steps’ progress state and potential errors, together
with the container-to-user mapping. Besides, middleware ser-
vices conduct the more processing intensive queries from the
sensorHUB web app to shift processing load and avoid lags in
the front-end. Furthermore, every interaction with the FROST-
server triggers the storage of logs, capturing each activity along
with the timestamp of the alteration. The complementary data-
base also serves as a repository for queries generated by users
through the contact form within the sensorHUB web app. These
queries are forwarded via SMTP mailing service to the support
team for further investigation and resolution.

3.1.4 Management Web Application: From a user per-
spective the sensorHUB web-based GUI represents the central
access to the stack’s services including data processing, pro-
ject management functionalities, and knowledge acquisition.
With ReactJS, the web app builds on a widely used, state-of-
the-art front-end web framework (see 2.2.4). For facilitated de-
velopment, we apply pre-configured designs and code modules
from Material UI (Material UI SAS, 2024), a widely used, open
source ReactJS component library. The app is designed as re-
active web application, enabling its usability from diverse end
device platforms. User access the app using a landing page,
which either forwards to the login or a registration procedure
both being regulated by Keycloak’s authentication mechanism
(Figure 4). After a successful login, the user is required to se-
lect from the scope of available FROST-servers (a user may be
assigned several projects with related servers) before being for-
warded to the app’s dashboard (Figure 2). Contents are organ-
ized using a sidebar, which supports users in navigating to their
intended destinations. In the following, the app’s main com-
ponents are presented in more detail:

a) Data Space: The Data Space represents the web app’s core
section offering a Quick Entry and detailed access to the sensor
data via Data Items (Figure 2). The latter section is structured
by the STA data entities (i.e., Things, Sensors, Measurement
Property, Datastreams, etc.). This approach gives users full
range of detail and control to view, create, modify, and delete
STA data entities in each of the respective sub-sections (Fig-
ure 3a). Apart from minor adjustments for enhanced under-
standability (e.g., for Devices instead of Things), we closely
aligned with the original STA terminology. The Quick Entry
provides direct shortcuts to two major, data-related function-
alities: checking sensor observations and registering new IoT
devices. The first one forwards to the Devices section (Fig-
ure 3a), where users can further navigate to each IoT device’s
related data streams with stored observations. The latter can
be filtered by time, exported as CSV file, and visualized in
table format or via simple graphs (Figure 3b). Beyond, the
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(a) (b)

Figure 3. Data space sub menus (a) for managing Devices (in STA terminology ”Things”) and (b) for investigating received sensor
data observations using filter options and available viewing modes (table or graph)

(a) (b)

Figure 4. (a) Landing page with login and registration options (here: example of sensorHUB hosted at Hans Eisenmann Forum for
Agricultural Sciences (HEF) of Technical University of Munich (TUM)) and (b) Keycloak-based login mask for registered users

Quick Entry section offers users a simplified way to register
new devices. The involved procedure can also be implemen-
ted manually using the related subsections in Data Items; the
Quick Entry’s visual pipeline however substantially facilitates
this process by offering a step-by-step logic, which automatic-
ally relates all newly created entities to each other.

b) Knowledge Section: The sensorHUB’s Knowledge Section
offers instructions to the essential components of the software
stack. It firstly provides instructive material on all sensor data
related aspects (”Sensor Database” in Figure 2), including back-
grounds and hands-on documentations to the STA standard and
the FROST-server. Beyond, this section supplies documenta-
tion and tutorials on the Node-RED application, and a compre-
hensive overview to the sensorHUB web app itself. Future con-
tent can easily be implemented for additionally included IoT
modules.

c) Supportive Functionalities: The sensorHUB web app also
provides assistive functionalities aiming to enhance the user
experience. These include account management functionalit-
ies, such as automated password changes using the Keycloak
API endpoint, a reporting service, which provides a protocol on
conducted manipulations and errors of the FROST-server, and
a contact form to communicate with the support team regarding
issues or feedback.

d) Interfaces to Complementing IoT Modules: To support a
seamless user experience between the included modules in the
IoT stack, the web app also implements graphical interfaces,
which directly forward the user accordingly. In its current
form, the IoT stack integrates a link to the user’s personal
Node-RED instance both in the sidebar and on the landing
page (Figure 2).
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3.1.5 Complementary IoT Modules: IoT sensor data
pipelines typically comprise several steps ranging from the
physical IoT device sending data to a network, which forwards
the data to receiving applications for data transformation, stor-
age, and post processing. Given the divers range of required
utilities, we designed the sensorHUB in a modularized way, to
be flexible towards integrating additional IoT modules.
Currently, the stack includes the open-source ETL software
Node-RED to enable users to build automated pipelines for
receiving data from various data sources using common net-
work protocols (e.g., MQTT, HTTP, TCP), and transforming
received data packages to the STA format before posting to
the FROST-servers. The project envisions also to include the
open-source data visualization tool Grafana (Grafana Labs,
2024), which offers native support for STA data sources.

3.2 Open-Source Deployment

The software is available as open-source under the CC-BY li-
cence, inviting the community to engage via the sensorHUB
GitHub project (Gackstetter and Varoshi, 2024). Contributions
play an elementary role in the open-source community, offering
opportunity to learn and innovate. All contributions are warmly
welcomed, and interested parties can find additional informa-
tion in the contribution guidelines. Maintenance of the soft-
ware is intended for the upcoming years, with the potential for
extension based on the feedback and resonance of the user com-
munity. Regarding deployment, all components and the entire
stack operate on Docker, ensuring straightforward deployment
and scalability as well as facilitating updating and rollback cap-
abilities. The software has undergone testing on both Windows
and UNIX systems to ensure compatibility and dependability.
Detailed installation instructions and requirements are available
to assist users in seamlessly integrating the software into their
systems.

3.3 Applications

IoT sensors are vital for diverse domains and particularly for
mapping real-time, physical states to digital counterparts, as
for digital twinning and metaverse applications. By provid-
ing links between physical environments with digital platforms,
these devices promote innovations in various industries such as
agriculture, healthcare, smart cities, or manufacturing. Origin-
ally, we developed our proposed IoT stack within the context
of digital twinning and agricultural research data management
(Moshrefzadeh et al., 2020; Gackstetter et al., 2021). Specific-
ally here, IoT sensors assist for example in monitoring am-
bient parameters including soil moisture levels or temperat-
ures, but also crop health in real-time, jointly optimizing ir-
rigation schedules and enhancing crop yields. We consider the
sensorHUB’s applicability, however, independent of agriculture
likewise for any other IoT application domain: In healthcare
for instance, wearable IoT devices track vital signs and activ-
ity levels, enabling remote patient monitoring and personalized
healthcare interventions. In smart cities, IoT sensors monitor
traffic flow, air quality, and energy consumption, facilitating
data-driven decision-making for urban planning and resource
allocation (Khanna and Kaur, 2020; Asif and Hassan, 2023).
The stack can be used for single projects only but shows the
largest potential and suitability for multi-project and multiuser
application areas. This might apply in particular for applica-
tion scenarios with a central hosting institution, which supplies
the IoT stack as a service for several departments or consortia,

covering several IoT projects and related diverse user constel-
lations. Taking the open-source character into account, we see
the stack especially interesting for research and development,
and educational environments. Here, for instance a university
or school facility can provide the stack as a service to support
learning and experimenting with IoT sensors, and beyond, also
as supporting software for instance for developing metaverse-
related experiments and projects.
Moreover, the sensorHUB represents a strong tool in the con-
text of research data management, which becomes increasingly
important in academia. This refers not only to local storage
but also to institution-overarching data sharing under the FAIR
principles (Chue Hong et al., 2021; Lamprecht et al., 2020;
Specka et al., 2023), for example, within multi-institutional data
catalog systems, as it was designed for within this research pro-
ject. The stack’s versatility extends to aiding collaborative re-
search efforts by providing a centralized platform for data man-
agement and sharing, fostering interdisciplinary collaboration
and knowledge exchange. Its compatibility with emerging tech-
nologies and standards ensures its adaptability and hence long-
term suitability in evolving research landscapes.

4. Discussion

Evaluating the sensorHUB against the initially defined require-
ments (see 2.1) points out that the current implementation
already satisfies a large share of common quality standards of
professional software development:
The sensorHUB shows strongest with respect to interoperabil-
ity, modularization and adaptability. Due to the usage of free,
open, and internationally recognized data standards and soft-
ware components, interfacing the individual modules within the
stack and beyond with external applications is strongly facilit-
ated. Consequently, institutions can easily extend and adapt the
stack according to their individual needs.
Given the diverse range of IoT data sources, we decided against
tailoring the sensorHUB to only specific ones, and instead
chose to include an ETL module. With Node-RED in this
case, users have the possibility to customize data pipelines more
freely. At the same time, it requires a basic level of program-
ming skills from the users, which might pose some barrier to the
usability, despite Node-RED’s rather intuitive visual program-
ming approach. To alleviate this obstacle, we provide learn-
ing material, hands-on tutorials and programming templates.
Generally, the integration of an ETL is optional; hosting or-
ganizations can also decide against including this module. Be-
sides, the sensorHUB already offers basic data visualization;
with the open-source software Grafana (Grafana Labs, 2024);
we’re, however, currently working on attaching an additional,
external module for more sophisticated data visualization tool
in a future version.
When it comes to security and reliability, the sensorHUB
strongly benefits from the usage of existing and proven, open-
source components, including Keycloak, FROST, or ReactJS.
These software solutions have demonstrated their usability for
several years already, also due to continuous maintenance by
active communities. There can never be guaranteed one hun-
dred percent of security; yet, additional measures such as re-
stricting the availability of the IoT stack to an institutions’ sub-
network can further reduce cybersecurity risks. Despite, the
individual subcomponents showing reliable for many years, the
overall stack is still in an early stage, which implies potential
demands for further improvements. These may refer for in-
stance to further features of the web app: for example, currently
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users still need to contact the administrator for granting specific
users/user groups access to a FROST instance, for which future
versions might include an automated service.
Beyond, the current version is still only tested on a few selec-
ted users, which provided feedback based on use cases from
the field of agricultural sciences and smart cities. Collecting
feedback from larger numbers of users and more diverse do-
mains will benefit the usability of the web app and the overall
stack’s generalizability. Hence, dedicated user studies evaluat-
ing the measurable benefits and weaknesses, and the level of
accessibility of the sensorHUB compared to other systems are
yet to be conducted. Furthermore, there’s still potential for im-
provement related to processing efficiency and server manage-
ment. The sensorHUB is so far tested on a few dozen server
instances. Beyond this, we recommend the usage of more
sophisticated docker orchestration solutions (e.g., Kubernetes
(Google, 2024)) to facilitate upscaling and server administra-
tion. Together with efficiency enhancements of the web app,
this orchestration feature depicts a major future work of the
sensorHUB project.
Overall, given the positive resonance from first, testing research
projects, the sensorHUB’s first version shows promising for
further extension. Representing a university project with lim-
ited resources and still several required improvements ahead,
we warmly invite the community to participate in this open-
source project by providing feedback, studies on applicability
and user experiences, or by directly collaborating with us via
the sensorHUB GitHub repository (Gackstetter and Varoshi,
2024).

5. Conclusions

Already today IoT plays a key role in various domains. In the
future, IoT will be even more intensely involved in bridging the
physical and the digital world as in digital twinning or meta-
verse applications. Open and standardization technologies are
enablers towards ensuring that the next generation of virtual
environments becomes accessible for everyone. Aligned with
open science principles of resource sharing and open know-
ledge, we provide sensorHUB, a novel, open-source IoT stack
for both professional and educational IoT projects, which builds
upon OGC’s SensorThings API to guarantee interoperability
and efficient data management. With its focus on secure multi-
project environments and graphical interfacing, sensorHUB
aims to provide a user-friendly, extendible, and operational IoT
stack solution.
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