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Abstract 

 

The increasing number of Internet of Things (IoT) devices requires the implementation of reliable and efficient cryptographic 

solutions to ensure the security of data transmission and storage. Traditional cryptographic algorithms can be challenging to 

implement without compromising performance or security, particularly due to the significant resource constraints faced by many IoT 

devices. This paper aims to evaluate the performance of classical and post-quantum cryptographic libraries on IoT hardware, 

specifically using the PyCryptodome Python library for traditional cryptography and the Kyber 512 algorithm for post-quantum 

encryption. The study assesses the security features, computational efficiency, and feasibility of these libraries in resource-

constrained environments. Experiments were conducted on the Raspberry Pi 5 platform to analyze encryption and decryption 

performance, providing insights into the trade-offs between security and processing overhead. The findings will help identify the best 

cryptographic solutions for IoT devices based on their performance, security, and hardware limitations. This study includes a 

practical implementation of the Kyber 512 algorithm on the Raspberry Pi platform, exploring the feasibility of deploying quantum-

resistant cryptography in IoT environments using Python. The research examines cryptographic performance in constrained 

environments by measuring encryption and decryption times scientifically. The results offer valuable insights into the computational 

overhead and feasibility of implementing post-quantum cryptographic solutions on limited-resource hardware. Scientific graphs were 

created to illustrate the complexity of encryption and decryption times, providing a visual representation of performance variations in 

various scenarios. Understanding these graphs clarifies the trade-offs between security and computational efficiency, which are 

crucial for real-world IoT applications. Furthermore, the study discusses potential optimizations and future directions that could 

enhance the efficiency of cryptographic operations in IoT hardware. In summary, this paper contributes to the study of cryptographic 

applications for IoT by investigating the viability of post-quantum cryptographic algorithms in constrained environments. By 

considering the findings, IoT security can be strengthened against emerging cyber threats through the selection of optimized 

cryptographic libraries that balance security, performance, and hardware limitations. 

 

1. Introduction 

1.1 Background  

The increasing popularity of Internet of Things (IoT) devices 

across various industries, including healthcare and smart 

cities, highlights the urgent need to protect data and 

communications. As IoT continues to grow rapidly, the attack 

surface has expanded, allowing potential vulnerabilities 

through encryption errors, weak authentication methods, 

insecure communication protocols, and inadequate key 

management practices. Choosing the right cryptography 

library for IoT devices, which often have resource 

constraints, is crucial. When employing traditional encryption 

methods—such as the Advanced Encryption Standard (AES) 

for symmetric encryption and Rivest-Shamir-Adleman (RSA) 

for asymmetric encryption—it is important to carefully assess 

both efficacy and security. Additionally, algorithms like 

Kyber512 and other post-quantum solutions are gaining 

traction due to their potential resistance to quantum attacks. 

An optimized cryptographic library is essential for selecting 

the appropriate algorithm. Although open-source 

cryptographic libraries, like PyCryptodome for traditional 

encryption or specific implementations of Kyber512 for post-

quantum security, offer transparency, adaptability, and 

affordability, their security and performance can differ 

significantly between systems and use cases. This paper 

evaluates various libraries for IoT scenarios to ensure both 

security and performance(Ding, J. 2006, NIST,2022, W. S. P. 

"Post-Quantum Cryptography Standardization,NIST(2022).  

 

The rise of quantum computers may render standard 

encryption techniques obsolete, making it essential to explore 

post-quantum cryptography algorithms (Bernstein, D. J., 

Lange, T., et al. ,2017; Ducas, L., et al., 2022). It is important 

to adapt IoT devices, which are already limited in energy and 

processing capabilities, to address these new security threats. 

Evaluating cryptographic libraries is a way to prepare IoT 

ecosystems for future advancements in computing technology 

while ensuring that the cryptographic libraries are effective 

for current needs. 

A careful balance between computing efficiency and security 

robustness is necessary for the diverse range of IoT 

applications. Security requirements and limitations vary for 

each device used in smart homes, healthcare monitoring, and 

industrial automation. By systematically examining 

cryptographic libraries and their effectiveness on IoT 

hardware, this research establishes a foundation for informed 

decisions regarding the security of IoT networks (T. Boneh 

2020) 

Another critical factor is the scalability of cryptographic 

systems in large IoT installations. Many IoT ecosystems 

contain thousands of connected devices that must 

communicate and exchange data safely in real-time. Effective 

cryptographic systems need to ensure low latency while 

maintaining strong encryption to prevent security from 

becoming a barrier to IoT operations. This paper examines 
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how different cryptographic libraries address scalability 

challenges in constrained situations. 

 

As the legal framework for IoT security rapidly expands, 

governments and industry bodies are enforcing stricter 

compliance standards. Businesses implementing IoT 

solutions must adhere to regulations such as the General Data 

Protection Regulation (GDPR) and other international 

standards. 

1.2 Problem Statement 

The rapid growth of the Internet of Things (IoT) has 

significantly increased the demand for secure communication 

and data protection. IoT devices often have limited resources, 

making it essential to use efficient cryptographic solutions to 

ensure data integrity and confidentiality. The long-term 

security of Rivest-Shamir-Adleman (RSA), a widely used 

classical cryptographic method, is at risk due to the 

advancement of quantum computing. In contrast, the 

Advanced Encryption Standard (AES), especially AES-256, 

is resilient against quantum attacks and is considered 

quantum-safe. There is an urgent need for post-quantum 

cryptography (PQC) algorithms that are both resistant to 

quantum threats and practical for resource-constrained IoT 

devices ("Advanced Encryption Standard (AES) - FIPS 197," 

2001). 

 

Implementing encryption and decryption techniques in IoT 

environments can be done easily and cost-effectively using 

open-source cryptographic libraries. However, the 

performance of these libraries can be significantly influenced 

by the hardware capabilities and the cryptographic algorithms 

employed. This study aims to thoroughly investigate open-

source cryptographic libraries that are suitable for IoT 

devices and evaluate their performance when implementing 

post-quantum techniques. By examining their effectiveness 

on limited hardware, this paper discusses how to choose the 

best cryptographic libraries to enhance IoT security. 

 

This study emphasizes the importance of using post-quantum 

cryptography algorithms, such as Kyber512, in real-time 

applications on a Raspberry Pi 5 platform. We will utilize 

real-world sensor data to evaluate the encryption and 

decryption capabilities of post-quantum cryptography in 

comparison to traditional AES and RSA encryption methods. 

By implementing these algorithms on an IoT device, we can 

assess their processing overhead and effectiveness. 

 

The objective of this research is to create scientific graphs 

that depict the temporal complexity of both encryption and 

decryption processes for traditional and post-quantum 

cryptography methods. These visualizations will make it 

easier for researchers and practitioners to assess the trade-offs 

between security and performance, facilitating an impartial 

comparison of computing costs. The analysis will consider 

various performance parameters, including processing time, 

memory usage, and energy consumption, to provide a 

comprehensive understanding of the viability of 

cryptographic techniques on IoT devices. 

 

This research endeavor seeks to advance the security of 

Internet of Things (IoT) systems by addressing the increasing 

necessity for quantum-resistant cryptographic solutions 

within resource-constrained environments. Utilizing 

PyCryptodome and Kyber512, both open-source 

cryptographic libraries, we will conduct a thorough 

evaluation of the practical implementation of these 

algorithms. The findings derived from this investigation will 

equip researchers, developers, and industry practitioners with 

the requisite knowledge to make informed choices regarding 

the application of cryptographic libraries and algorithms in 

IoT settings. Ultimately, this study aspires to bridge the 

dichotomy between theoretical advancements in cryptography 

and their pragmatic implementations in IoT, thereby fostering 

a secure and resilient framework for interconnected devices. 

 

2. Innovative Technology 

Cryptography methods for protecting IoT devices have been 

continuously developed in response to growing threats and 

advancements in computing power. Traditional cryptographic 

approaches, which have historically provided strong security 

for digital communications, now need to be adapted and 

optimized to address the limitations of Internet of Things 

(IoT) technology. With the rise of quantum computing, there 

is an urgent demand for post-quantum cryptography (PQC) 

solutions that can ensure long-term security for IoT systems. 

 

Methods for protecting IoT devices have been continuously 

developed in response to growing threats and advancements 

in computing power. Traditional cryptographic 

approaches(Becker, A., et al. (2019; Bernstein, D. J., Lange, 

T., et al.(2017)), which have historically provided strong 

security for digital communications, must now be adapted 

and optimized to address the limitations of Internet of Things 

(IoT) technology. With the rise of quantum computing, there 

is an urgent need for post-quantum cryptography (PQC) 

solutions that will ensure long-term security for IoT systems. 

  

2.1 Advancements in cryptographic techniques for the 

protection of IoT 

To ensure data integrity, confidentiality, and authentication, 

IoT devices rely heavily on cryptographic methods. These 

cryptographic techniques have evolved over time to address 

the challenges posed by limited processing power, memory 

constraints, and the need for energy efficiency in IoT 

hardware. 

 

Traditional Cryptographic Algorithms 

IoT security relied on proven cryptographic techniques like: 

 

 The symmetric encryption method known as AES 

(Advanced Encryption Standard) is frequently employed 

to guarantee efficiency and security in data storage and 

communication. 
 

 Public keys are used by the RSA (Rivest-Shamir-

Adleman) method to facilitate safe key exchange.  It is 

less appropriate for resource-constrained environments, 

such as IoT devices, due to its computationally 

demanding nature. 
 

 Elliptic Curve Cryptography (ECC): This effective 

substitute for RSA provides robust security with reduced 

key sizes, which makes it ideal for contexts with 

constraints. 
 

Despite their efficacy, the computing demands and energy 

consumption of these conventional cryptographic techniques 

present difficulties in Internet of Things applications. 
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Lightweight Cryptography 

Researchers have developed lightweight cryptographic 

algorithms specifically designed for IoT devices to address 

the limitations of traditional cryptographic methods. Some of 

these innovations include: 

 

 Lightweight AES Variants : These algorithms 

maintain security while reducing computational and 

memory requirements. 

 Hummingbird and Grain : These are stream ciphers 

developed for restricted environments, enabling 

efficient encryption with minimal processing power 

in IoT settings. 

 TinyCrypt: This library is tailored for embedded 

devices, providing essential cryptographic features 

while consuming minimal resources. 

 

Lightweight cryptography strikes a balance between security 

and efficiency, making it suitable for various IoT 

applications. However, despite advancements in this field, 

concerns remain regarding its resilience against potential 

quantum threats. 

 

Emergence of Post-Quantum Cryptography (PQC) 
 

The rise of quantum computing presents a significant threat 

to traditional cryptographic techniques, especially those 

based on integer factorization (RSA) and discrete logarithms 

(ECC). In response, researchers have developed post-

quantum cryptographic (PQC) algorithms designed to 

withstand quantum attacks. Several notable approaches to 

PQC have emerged:Lattice-based Cryptography (e.g.The 

efficient key generation and encryption processes provide a 

strong defense against quantum attacks. 

 

Code-based cryptography has long been a secure solution 

against quantum adversaries. Multivariate and hash-based 

cryptography offer secure digital signatures and 

authentication mechanisms as alternative post-quantum 

cryptography techniques. 

 

Kyber512 is emerging as a strong candidate for post-quantum 

cryptography in IoT, offering a balance of security and 

performance. This study evaluates its practicality for real-

world IoT applications by implementing Kyber512 on 

Raspberry Pi hardware (Ducas, L., et al., (2022); 

Pöppelmann, T., et al. (2019); Sendrier,  N. et al (2018). 

 

Comparative Analysis of Cryptographic Techniques for IoT 

 

The security, efficiency, and feasibility of IoT applications 

must be carefully weighed against the trade-offs associated 

with different cryptographic methods. This comparative 

analysis highlights the importance of finding a balance 

between security and efficiency, particularly for post-

quantum cryptographic solutions. Research focused on 

implementing post-quantum cryptography (PQC) algorithms 

in constrained IoT devices is crucial for ensuring that IoT 

security remains resilient against potential quantum threats.  

 

Additionally, investigating how to evaluate open-source 

cryptographic libraries is essential, with a specific emphasis 

on real-time implementation and performance benchmarking 

of post-quantum cryptography in IoT environments. 

 

3. Data Gathering from Sensor Community 

Evaluating the performance of cryptographic systems 

requires a systematic and automated approach to extracting, 

processing, and structuring data. To simplify this process, a 

variety of tools and methodologies were used to enhance data 

extraction, transformation, and storage. The processed data is 

crucial for analyzing the encryption and decryption 

performance of both classical and post-quantum 

cryptographic libraries on IoT hardware. 

 

3.1 Implementation of Automated Data Extraction 

methods  using  Selenium and Python 

Selenium, a popular web automation tool, was utilized to 

interact dynamically with the Sensor community platform. 

The system aimed to: 

 

- Identify and engage with map-based sensor locations by 

detecting active hexagons for available sensor nodes. 

- Automate navigation and selection of sensor locations 

by clicking on unvisited green hexagons to retrieve air 

quality data. 

- Extract structured sensor readings, including PM2.5 

concentration levels and timestamps, ensuring 

chronological accuracy. 

- Manage delays and dynamic elements through explicit 

waits to prevent errors from incomplete page loading. 

 

This automated approach enhances consistency, scalability, 

and adaptability, making it effective for long-term 

evaluations of IoT-based sensor networks. 

 

- Reduces manual errors for improved precision and 

consistency. 

- Enables real-time monitoring for up-to-date 

cryptographic evaluations. 

- Enhances scalability for easy expansion to additional 

sensor locations. 

- Cuts processing time, allowing for quick extraction of 

large datasets. 

 

The resulting dataset supports cryptographic performance 

evaluations, particularly for benchmarking encryption and 

decryption times in real-world IoT conditions. 

 

3.2 Processing & Structuring Data into Excel   using 

OpenPyXL. 

Once the raw data was extracted, it was essential to process 

and organize it into a readable format for analysis. 

OpenPyXL, a Python library for Excel files, facilitated 

efficient data management. 
 

Data Processing and Structuring Workflow 

 

- Data Cleaning: Identified and corrected inconsistencies 

and empty values to ensure reliable analysis. 

- Data Structuring: Organized sensor readings, PM2.5 

levels, and timestamps into distinct columns in an 

Excel spreadsheet. 

- Data Formatting: Standardized timestamps into a 

consistent date-time format and ensured numeric 

values were comparable. 
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Figure 1 Classical cryptography  Implementation Code Snippet 

Figure 3 Post Quantum Implementation Code Snippet 

Figure 2 Data Extraction from Sensor Community. 

- Handling Missing Values: Used placeholders for 

missing data and developed strategies for interpolation 

or review.  

- Storage Optimization: Reduced redundancy in the 

Excel file for easier data management. 

 

 Extraction of  Data  

 

This section provides a preview of the dataset retrieved 

through the automated extraction and processing pipeline. It 

includes sensor readings, PM2.5 concentration levels, and 

timestamps, offering a structured view of real-time 

environmental conditions.  The dataset consists of three key 

columns: 

 

- Sensor Number : Identifies the specific sensor, 

ensuring traceability in air quality monitoring. 

- PM2.5 (µg/m³) Indicates the concentration of PM2.5 in 

micrograms per cubic meter, an essential metric for 

assessing air pollution. 

- Date and Time: Records the exact timestamp of the 

data, allowing for chronological analysis. 

 

A Figure 1 is showing Extracted Data Set  from Sensor 

community website and demonstrating the format and 

accuracy of the extracted data. This automated pipeline 

enhances data accuracy and consistency, facilitating the 

evaluation of environmental sensor data for cryptographic 

performance assessments in IoT environments. 

 

4. Implementation and experiments 

Cryptography plays a crucial role in ensuring the security of 

sensitive data in today's digital world. Protecting the 

confidentiality and integrity of information requires the use 

of encryption techniques. The purpose of this study is to 

explore two essential cryptographic algorithms that are 

widely utilized in data protection: AES (Advanced 

Encryption Standard) and RSA (Rivest-Shamir-Adleman) 

(Dworkin, M. (2021); Koblitz, N., et. al., (1985); "Advanced 

Encryption Standard (AES) - FIPS 197," (2001)). 

 

- The same key is used for both encryption and decryption 

in AES, which is a symmetric encryption algorithm. It is 

highly regarded for its efficiency and is commonly 

employed to encrypt large datasets. 

- A public-private key pair is used by RSA, an asymmetric 

encryption algorithm. Encoding smaller data pieces, 

such as encryption keys or secure communication, is 

typically what it is used for. 

 

The aim of this segment is to show how to use both AES and 

RSA encryption/decryption methods to secure sensor data. 

 

4.1 AES & RSA Encryption 

It is possible to break down the implementation of AES and 

RSA encryption and decryption into a series of steps.  

 

 

Above is outlines each step in the implementation process. 

The code snippet provided in Figure 2 for effectively 

demonstrates the overall procedure, ensuring clarity and ease 

of understanding for all stakeholders involved. 

 

The Pycryptodome library and CSV Module are used to 

implement classical cryptography by manipulating encrypted 

and decrypted datasets. 

 

4.2 Implementation Post-Quantum Cryptography  

The exponential expansion of quantum computing is putting 

traditional encryption systems at risk, leading to the need for 

more robust security measures. Due to the sensitive data they 

handle, secure communication is necessary for IoT devices. 

Quantum computers can solve mathematical problems that 

are simple to solve, making common encryption techniques 

like RSA and ECC vulnerable to future vulnerabilities. 

 

 

Post-quantum cryptography (PQC) is being created in figure 

3 to tackle this issue and safeguard data even in the case of 

quantum computers becoming even more powerful. The goal 
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of this is to secure secure IoT data by utilizing Kyber512, a 

hybrid encryption technique. Combining Kyber512 for secure 

key exchange and AES for fast data encryption ensures 

effectiveness and defense against quantum attacks(Becker, 

A., et al. (2019); Ding, J. (2009);  Ducas, L. et al., (2022)). 

 

4.3 The use of Kyber512 as post-quantum cryptography 

is being implemented. 

Kyber512 has emerged as a top contender for the 

standardization of quantum-safe cryptographic algorithms by 

the National Institute of Standards and Technology (NIST) 

due to its great efficiency and robust security assurances.  

Kyber512 is constructed on the Learning With Errors (LWE) 

problem, a mathematical foundation that is immune to 

quantum attacks, unlike traditional asymmetric encryption 

methods that depend on integer factorization or elliptic curve 

difficulties (Ducas, L. et al(2022)). 

Why Kyber512 for IoT Security? 

 

Post-quantum cryptography (PQC) can enhance security, but 

it can be challenging to implement many of these algorithms 

on resource-constrained IoT devices due to their high 

computational requirements.  The lightweight and efficient 

nature of Kyber512 makes it ideal for IoT applications. 

Kyber512 was chosen for this implementation due to the 

following reasons: 

Quantum Security: Resistant to attacks from both classical 

and quantum computers. 

Optimized for Embedded Systems: Efficient enough to be 

deployed on IoT devices. 

Fast Key Encapsulation & Decapsulation: Ensures quick 

secure key exchange for real- time applications. 

Hybrid  Cryptography  Compatibility:  Can be seamlessly 

integrated with AES to enhance efficiency. 

The use of Kyber512 for key encapsulation in this study 

ensures that the AES encryption key is secure against 

quantum attacks even if an adversary intercepts the 

transmission (Ducas, L. et al(2022); Pöppelmann, T., et 

al.(2019)). 

5. Result and Discussion 

The effectiveness of conventional and post-quantum 

cryptography techniques in Internet of Things (IoT) settings 

is thoroughly examined in this section. The studies on a 

Raspberry Pi 5 platform provide actual proof of the effects of 

various cryptographic techniques on feasibility, security, and 

processing efficiency. Because IoT devices have limited 

processing capacity, choosing the right cryptographic 

algorithms is essential to providing safe but effective data 

storage and transfer. Our benchmarking and real-time 

implementation studies yielded data that shed light on 

processing trade-offs, encryption and decryption overheads, 

and useful suggestions for implementing these cryptographic 

techniques in actual Internet of Things applications. 

 

Performance Analysis of Cryptographic Algorithms 

 

1. Benchmarking Encryption and Decryption Times 

This phase focused on analyzing the AES algorithm's 

performance with varying key sizes and plaintext lengths, 

given its widespread use in IoT applications. The results 

highlight how processing time correlates with data volume 

and key size. 
 

Key observations from the AES benchmarking: 

- AES-128 consistently outperforms AES-256 in 

processing speed while ensuring strong security, making 

AES-128 more suitable for resource-constrained IoT 

devices. 

- Encryption and decryption times increase with larger 

plaintext sizes, suggesting that optimizing data packet 

sizes can enhance cryptographic efficiency in IoT. 

- AES-256 encryption is nearly 40% slower than AES-

128, indicating a clear performance-security trade-off. 

While AES-256 provides a higher level of security, its 

increased processing overhead may not be ideal for 

time-sensitive IoT operations. 

The benchmarking results are summarized in Table 1, which 

presents the average encryption and decryption times for 

different AES configurations.  

 

Hybrid Encryption Scheme: Real-Time Performance 

Analysis. 

 

A hybrid encryption scheme was implemented to evaluate the 

integration of post-quantum cryptography into IoT security. It 

utilized: 
 

- AES for fast data encryption of real-time sensor 

readings. 

- Kyber512 for securing AES keys, adding quantum 

resistance to key exchange. 

- The primary goal of this implementation was to assess 

the computational cost of using a post-quantum 

algorithm in combination with a classical encryption 

scheme. 

The encryption and decryption times for real-time sensor data 

were measured, considering both AES data encryption and 

Table 1 AES Benchmarking Results. 

 

Table 2 Real-Time Sensor Data - Encryption and Decryption 

Performance 
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Kyber512-based key encapsulation. The results are shown in 

Table 2.  

 

The primary goal was to assess the computational cost of 

combining a post-quantum algorithm with classical 

encryption. Encryption and decryption times for sensor data 

were measured, with results summarized in Table 2. 

 

Above Graph 1 Scientific graphs generated using the dataset 

to visualize sensor data acquisition, post-quantum Kyber512 

encryption and decryption, and AES encryption and 

decryption performance. 

 

AES key generation, post-quantum encryption and 

decryption using Kyber512, along with AES encryption and 

decryption, with recorded times for each process to simulate 

real-world applications of post-quantum cryptography in IoT 

security. 

6. Conclusion 

The limited resources of hardware and limited resources still 

pose a major challenge when it comes to ensuring secure data 

transmission and storage in IoT ecosystems. With an 

emphasis on Advanced Encryption Standard (AES) for 

classical encryption and Kyber512 for quantum-resistant 

cryptography, this study examined the effectiveness of both 

conventional cryptographic algorithms and post-quantum 

encryption techniques on  Internet of Things devices. 

Through experiments on the Raspberry Pi 5 platform, this 

study compared computational effectiveness, encryption 

strength, and viability in limited settings. 

 

The study's outcomes emphasize the importance of deciding 

on cryptographic approaches for Internet of Things 

applications, taking security, processing speed, and hardware 

capabilities into account. This study also highlights crucial 

performance trade-offs and potential disadvantages of 

utilizing post-quantum encryption on IoT hardware. The 

findings are part of the ongoing discussions on how to 

safeguard IoT security from emerging quantum threats while 

maintaining performance efficiency. 

 

Summary of Key Findings 

The research revealed numerous significant insights about the 

feasibility and efficiency of cryptographic techniques in IoT 

environments: 

 

 Increasing key and plaintext sizes significantly 

impact processing speed, which could pose 

limitations for real-time IoT applications, according 

to the evaluation of AES encryption and decryption 

times. 

 Kyber512 encryption and decryption, which has 

post-quantum cryptographic efficiency, was found 

to be a viable alternative to securing IoT data; 

However, increased computational overhead was 

observed, particularly when compared to 

conventional AES encryption. 

 Despite performing adequately in traditional 

cryptographic libraries, post-quantum 

cryptographic implementations required additional 

processing resources, potentially affecting low-

power IoT devices, as demonstrated by the 

experiments on the Raspberry Pi 5. 

 Scientific graphs and data analysis were used to 

effectively present the relationship between 

cryptographic strength, computational overhead, 

and processing time through visual visualization of 

performance metrics, offering a visual comparison 

of trade-offs. 

 Post-quantum cryptography has been shown to 

improve security in IoT, but practical 

implementation on resource-limited devices 

requires optimization and further research to reduce 

computational overhead, according to the findings. 

 

This research provides a base for enhancing cryptographic 

frameworks in IoT applications and can aid in identifying the 

most appropriate encryption techniques for specific use cases.  
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